Schedule Information Security Requirements
Version C

1. The terms used in this Schedule
Information Security Requirements shall mean the
following:

Applicable Law - any supranational, national, or local
law, ordinance, regulatory policy (incl. any requirement or
notice of any regulatory body), or compulsory guidance of
a regulatory body applicable to Carlsberg.

Assets - any device, application, system, server,
network component or service, infrastructure, software.

Carlsberg Data - any information, data belonging to or
provided by Carlsberg .

Deliverables - the specific outputs, tasks, or functions
the Vendor is obligated to provide under the Agreement,
including both tangible products and ongoing services.

Information Security Incident - a successful or
imminent threat of unauthorized access, use, disclosure,
breach, modification, theft, loss, corruption or destruction
of information, or interference with information technology
operations.

Personal Data - any information which are related to an
identified or identifiable natural person.

Process - any operation or set of operations that is
performed upon information, whether or not by automatic
means, such as collection, recording, securing, organising,
storing, adapting or altering, access to, retrieval, use,
disclosure, erasure or destruction.

Security Control - any administrative, technical,
physical, or procedural measure, to prevent, deter, detect,
correct, or recover from threats, vulnerabilities, incidents or
non-compliance affecting the confidentiality, integrity or
availability of information. Control, safeguard, or risk
management measure are used as synonyms.

Security Requirements - the set of mandatory controls,
standards, and practices designed to protect systems, data,
and operations from unauthorized access, disclosure,
alteration, or destruction.

Subcontractor- any third party engaged by the Vendor
to perform part of the Services or Deliverables.
Subcontractors must comply with all applicable terms of
this Schedule.

2. Introduction to Security Requirements

The purpose of this security schedule is to outline
minimum Security  Requirements applicable to  the
Vendor in connection with the delivery of services or
products to Carlsberg.

Carlsberg places great emphasis on the security and
reliability of the supplied products/services. The Vendor is
therefore obliged to take the reasonably required measures
to protect the data and property of Carlsberg against
unauthorized access, theft or damage which could
compromise the confidentiality, integrity, availability
of Carlsberg Data and Assets. It is the responsibility of the
Vendor to ensure that compliance with all requirements
stated in this schedule extends to Subcontractors who the
Vendor may enter into agreement with or is affiliated with.

2.1. The Vendor’s Compliance with Security
Requirements.

The Vendor is responsible for ensuring full compliance
with the requirements set forth in the security schedule.

If the Vendor identifies any non-compliance with the
requirements herein, it shall, without undue delay,
implement all necessary and proportionate corrective
actions to restore compliance.

Yroaa npo BuMoru 3 indopMmaniiHol 6e3nexkn
Bepcis «C»

1. Tepminm, 0 BUKOPUCTOBYIOThCS B Wil Yroai, 03Ha4alTh
HACTYyNHE:

3acTocoBHE 3aKOHOAABCTBO - OyIb-fKe HaIHAIlIOHAJBHE,
HalioHampHe ab0 MicIieBe 3aKOHOJIABCTBO, HOPMATHBHO-IIPABOBHUI
aKT, peTyJIITOPHA MOJITHKa (BKIOYAlOYM OyIb-sIKi BUMOTH YH
MOBITOMJICHHS ~ OYIb-IKOTO  KOHTPOJIOIOUOTO  opra"y) abo
000B’SI3KOBI /10 BUKOHAHHS BKa31BKM KOHTPOJIOIOYOTrO OpraHy, Lo
3actocoByroThCs 10 Carlsberg*.

AxTHBH - OyIb-sSIKMil TPHUCTpid, mporpama, CUCTeMa, cepBep,
MEpEeKEBHI KOMIIOHEHT a00 mociyra, iHppacTpyKTypa, IporpamMmHe
3a0e3MeueHHs.

Hani Carlsberg - Oynp-sika iH(opMalis, naHi, 0 HAIEKATh a00
HanmatoTecs Carlsberg

Pesynbrat — KOHKpETHI pe3ybTaTH, 3aBAaHHA a00 (yHKIIT, sKi
HocTravansHuk™** 30008 ’s3aHUil Hamath 3rimHO 3 JloroBOpOM,
BKITIOYAIOYH SIK TOBAp, TaK i pOOOTH/TIOCITYTH.

IHmmpent indopmariitHoi Oe3rekn - peandbHa a00 TIMOTCTHYHA
3arpo3a HECaHKIIOHOBAHOT'O JIOCTYIY, BUKOPHCTAHHS, PO3KPHTTS,
MOpPYILeHHST Oe3leKn, 3MIHH, BUKPAJCHHS, BTPATH, MOLIKOKEHHS
abo 3HMIIEHHA iHpOpMalli, a TakoXX BTpy4YaHHI B poOOTY
iHpOpMaLiHHUX TEXHOJIOTIH.

[epconanbHi aaHi - Oynab-siki BimomocTi abo aaHi mpo ¢izuyHy
oco0y, Ky imeHTU]iKOBaHO, a00 MOKe OyTH iZeHTH(IKOBaHO 3a
MU JaHHMH.

O0pobka - Oynmp-sika omepariss ad0 CYKYIHICTh OIEpalii, IIo
3MIACHIOIOTECS 3 1HQOPMAIIIEI0, 32 JOMMOMOTOK aBTOMATH30BAHUX
3aco0iB abo 0e3 HHX, Taki sK 30UpaHHS, peecTpamis, 3aXHCT,
cucreMaTm3anisg, 30epiraHHsa, agmanTamis abo 3MiHa, HaJaHHA
JOCTYIy, OTPHMaHHs, BHKOPHCTaHHS, PO3KPUTTS, CTUPAHHS ado
3HUILEHHS.

3axoau Oe3neku - 1e Oynb-sIKi opraHizauiiiHi, TexHiuHi, (i3n4Hi
abo mporeaypHi aii, COpSAMOBaHI Ha 3amoOIraHHs, BHSIBICHHS Ta
YCYHEHHs 3arpo3 a0o IHIUICHTIB, M0 MOXYTh BIUIHHYTH Ha
KOH(1AEHITIHHICTD, MITICHICTh YU TOCTYMHICTH iH(OpMAIIii.

Bumorn Oe3snekn - Habip OOOB'SI3KOBUX 3aXOJiB KOHTPOJIIO,
CTAHJAPTIB i NPAKTHK, IPU3HAYCHUX UL 3aXUCTY CUCTEM, JaHHX i
orepamniil BiJi HECAaHKI[IOHOBAHOTO ITOCTYITy, PO3TOJIONICHHS, 3MIHH
a00 3HUIIEHHS.

CyOmigpsgauk -  OyIb-sKa TpPETS CTOpPOHa, 3alydeHa
[MocravanpHUKOM TUTS ITOCTaBKA TOBApiB/pOOIT/IOCTYT.
CyOniipsIHUKY TOBUHHI JOTPHUMYBATHUCS BCIX YMOB 11i€i Yroau.

2. Betyn 10 BUMOT 0e3neKu

Meroto i€l Yroau 3 6e3nek € BU3HAYeHHS! MiHIMAJIbHUX BUMOT
Oe3mexn, IO 3acTOCOBYIOThCA a0 IlocragampHmMKa y 3B’S3KYy 3
HaJaHHSIM MOCIYT 200 mocTadyaHHsIM npoaykTiB s Carlsberg.

Carlsberg mnpuainste 3HayHy yBary Oe3memi Ta HamiHHOCTI
MOCTAaBJIEHUX  TOBapiB/poOiT/mociayr. Y  3B’A3Ky 3 UM
[MTocTayanpHUK 3000B’I3aHUI BXHUBAaTH OOIPYHTOBAHO HEOOXIJTHUX
3axoMiB  Juid  3axucTy JgaHux 1 MaiiHa  Carlsberg  Bix
HECAHKIIIOHOBAHOTO JIOCTYIY, KPaaiXKH ab0 MOIIKO/DKEHHS, SKi
MOXYTh TOCTAaBHTH IIiji 3arpo3y KOH(IIEHUIHHICTh, IIJICHICTE Ta
noctynHicTh gaHux 1 aktuBiB Carlsberg. IloctauanpHuMK Hece
BiJIMOBIAANLHICTh 32 3a0€3Me4eHHsT TOTPUMAaHHS BCiX BHMOT ITi€i
Yroam TakoX CyOmiIpsIHUKAMH, 3 SKHUMH BiH YKIJIaJa€ JOTOBOPH
a0 3 SIKUMH TI0B’I3aHUH.

2.1. lorpumanns IlocTayanbHHKOM BHMOT Oe3NEKH.

[MocrauanpHUK BIAMOBiNAE 3a TOBHE JOTPUMAHHS BHMOT,
BUKJIQICHUX Y Lill YToui 3 6e3neku.

SIkiro ITocrayanbHUK BUSBIISIE Oyab-sKi BUIIAIKU
HEBIANOBIAHOCTI UMM BHMOraM, BiH 3000B’s3aHuii, 0€3
HEBUIPABAAHOI 3aTPUMKH, BXHTH BCiX MOIIBHUX Ta TOCTaTHIX
KOPHUTyBIBHHX 3aXOJIiB JJIs BiTHOBJICHHS BiIIIOBITHOCTI.



2.2.The Vendor’s Notification of Inconsistency.

The Vendor shall promptly notify Carlsberg of any
conflicts or inconsistencies between the requirements,
standards, or referenced documents in this security
schedule. Carlsberg shall determine the appropriate
resolution, and the Vendor shall comply accordingly.

2.3. Regulatory Requirements.

The Vendor shall proactively address threats with
immediate relevance to the Deliverables and/or Carlsberg
Data, or Assets and comply with information Security
Requirements and requirements concerning privacy
protection and protection of Personal Data in accordance
with Applicable Laws, regulations and governmental
authority orders. Any identified non-compliance with such
requirements shall be documented and addressed.

3. Point of contact

The Vendor shall designate one point of contact for
Carlsberg regarding all matters related to information
security and privacy in connection with the fulfilment of
the Deliverables.

This contact shall serve as the major liaison with
Carlsberg on security-related issues and be available to
respond to inquiries, incidents and coordination requests as
needed.

4. Requirements
4.1 Security Governance and Risk Management.

Vendor shall establish appropriate security governance
with clear roles and responsibilities for information
security, maintain an information security policy and
appropriate documentation on Security Controls.

Vendor shall, based on regular documented risk
assessments, implement and maintain reasonable and
proportionate administrative, technical and
physical Security Controls, aligned to recognised industry
practice, appropriate to the Services and the sensitivity of
Carlsberg Data.

4.2. Data Use and Confidentiality.
Vendor shall use Carlsberg Data only to perform
the services, keep it confidential, and protect it from
unauthorised access, disclosure, alteration or loss.

4.3. Access Control

Vendor shall maintain identity and access management
procedures, restrict access to Carlsberg Data and (if
applicable) Carlsberg systems to authorised personnel on a
need-to-know and least-privilege basis, promptly remove
access for leavers, and use multi-factor authentication for
any access to systems that store or access Carlsberg Data or
to Carlsberg systems.

4.4. Asset Management
Vendor shall maintain an inventory of, and assign
ownership for, all Assets used
to provide the Deliverables or that Process Carlsberg Data
or connect to Carlsberg systems. Vendor shall keep Assets
securely configured and current (including timely patching
and anti-malware as appropriate).

2.2. TloBinoMJeHHsI MPO HeBiAMOBITHOCTI.
IMocravanpHUK TOBUHEH CBO€YacHO noBigomisatu Carlsberg mpo
OyIb-sKi CyNMepeyHOCTi ab0 HEBINMOBIMHOCTI MiX BHMOTaMHU,
CTaHJapTaMH Y4 TOKYMEHTAMH, HA SKi € MOCHJIAHHS B Wi YTOIi 3
6esnexu. Carlsberg BuzHauae HajexHHH crocid iX BUpIlIEHHS, a
[MocravanpHUK 30008’ I3aHUMN JISATH BiAMOBIIHO 10 HHOTO.

2.3. PeryasTopHi BumMormu.

INocTayanpHUK MOBHHEH MPOAKTUBHO pearyBaTH Ha 3arpo3H, IO
MAaroTh 6e3mocepenHe BiIHOIIIEHHS bi (o) IIOCTaBKH
TOBapiB/pobiT/mocayr Ta/abo manux um akTuBiB Carlsberg, a Takox
JOTPUMYBATHCh BUMOT iH(OpMamiiiHOi Oe3meKkn, BHMOT OO0
3aXUCTy KOH(DINEHIIHHOCTI Ta MepCOHATBHIX JaHUX BiIIOBITHO 10
3aCTOCOBHOTO 3aKOHOJABCTBA, HOPMATHUBHO-NIPABOBUX aKTIiB 1
PO3IOPSIDKEHb JIep)KaBHUX OpraHiB. bynb-siKi BHSBJIEHI BUIAIKH
HEBI/JIIOBIIHOCTI TAKUM BUMOT'aM MaroTh OyTH 3aJJOKyMEHTOBaHI Ta
YCYHEH.

3. KonTakTHa ocola

[MocTayanpHUK MpU3HaYa€e ONHY KOHTAaKTHY 0CO0Y AJIS B3a€MOJIil
3 Carlsberg 3 ycix nuTaHbp, OB’ s13aHUX 3 iHQOPMAIIIHHOIO OE3MEKOI0
Ta 3aXHCTOM KOH(DINEHIIHHOCTI y 3B’A3Ky 3 IIOCTaBKOIO
TOBApiB/poOIT/IOCTYT.

I ocoba € KOHTAKTHOIO 0COOOI0 3 MUTaHb OE3MEKH Ta TIOBHHHA
OyTH MOCTYNHOIO [UIsi pearyBaHHS Ha 3alWTH, IHIUICHTH 1
KOOpJMHAMIi Ail, y pa3i morpeou.

4. Bumornu
4.1 YnpasJiiiHHA 0e3NeK0I0 Ta pU3HKAMM.
IlocrauanbHUK TOBHMHEH BIPOBATUTH HAJEKHY CHCTEMY

yIpaBiiHHS iHPOPMAILIHHOO OE3MEKO0 3 YITKHM PO3IOIIIOM poeit
1 BIAMIOBIANBHOCTI, 3aTBEPANTH MOJITUKY iH(pOpMaMiifHOi Oe3mekn
Ta BECTH BIAMOBIIHY JOKYMEHTAIIIO MIO10 3aX0/iB Oe3IeKH.

[MocrawanpHUK  3000B’s3aHWIA  HA  OCHOBI  PETYJAPHHUX
3aJJOKYMCHTOBAaHHX  OLIHOK  pPH3WKIB  BIOPOBAKYBaTH  Ta
MiATPUMYBATH AOIUIBHI Ta JOCTATHI aJMiHICTPaTUBHI, TEXHIYHI Ta
¢dismuni 3axomm Oe3lekH, SAKi BIAMOBINAIOTH BH3HAHIN Tally3eBii
NPaKTHLI Ta € HaeKHUMU Juisi [locimyr i piBHSL KOH}IAeHIIHOCTI
Hanux Carlsberg.

4.2. BukopucTaHHs JaHUX i KOHiAeHUilHICTD.
IocrauanpHuk 30008’ s3anuil BukopuctoByBaT Jlani Carlsberg
BUKJIIFOYHO 3 METOI0 HAJaHHS MOCIYT, 30epiratéd ix y TaeMHHII
(3abe3meuyBaTi iXHIO KOH(IICHIIHHICTE) Ta 3aXWINATH IX BiJ

HECaHKI[I0HOBAHOTO JIOCTYITY, PO3KPUTTS, 3MIiHU a00 BTPaTH.

4.3. KonTpoJs aocrymy

[MocrayanbHuUK ~ 3000B’A3aHUM  MIATPUMYBAaTH  MPOLEAYPH
YOpaBITiHHSA IACHTU(IKAIIE0 Ta JOCTYIIOM, OOMEXyBaTH JOCTYII 10
Jamnx Carlsberg Ta (3a HasBHOCTi) cuctem Carlsberg, mume s
YIOBHOBKEHUX 0Ci0, 3a MPUHIMIIAMH «BUPOOHHYOT HEOOX1JHOCTI»
Ta «MiHIMAJIBHO HEOOXITHHUX MPaB IOCTYITY», CBOEYACHO MIPUITHHATH
JIOCTYyll  JyUIs  YMOBHOBOXEHHMX  0Ci0,  sIKi MPUTTUHUAITN
poOOTY/3BiNBbHEH]I, @ TaKOX BHKOPHCTOBYBAaTH OaraTo(akTOpHY
aBTeHTH(IKaiI0 Uil  OyIb-IKOro JOCTYIy IO CHCTEM, IO
30epirators Jlani Carlsberg um 3milicHIOIOTH JTOCTYH 1O HUX, abo
6e3nocepennbo 1o cucrem Carlsberg.

4.4. YupapiaiHHSl aAKTHBAMH.

ITocTauanpHUK Bene OOMIK Ta MpU3HAYAE BiIMOBIAAILHUX OCI0 3a
AKTI/IBI/I, jii(e} BUKOPUCTOBYHOTBHCA JJIs1 IIOCTAaBKHU
TOBapiB/pobit/mocnyr abo oO0pobkm mammx Carlsberg um
migkmrodeHas 10 cucrem Carlsberg. TloctagambHuk 30008’ ss3aHMM
MATpEMYBaTH AKTHBH  O€3MEeYHO HAJAIITOBaHUMH Ta B
aKTyaJIbHOMY CTaHi (BKIIOYAI0YM CBO€YACHE BCTAHOBJICHHS IATYiB
Ta BUKOpHUCTaHHs aHTHBipycHoro I13, 3a HeoOximHOCTI).



4.5. Data Handling.

Vendor shall transmit Carlsberg Data securely and,
where Vendor stores/hosts Carlsberg Data, appropriately
protect it at rest. Upon Carlsberg’s request or upon
termination, Vendor shall promptly return or securely delete
Carlsberg Data.

4.6. Third Party Risk Management.

Vendor shall ensure that any subcontractor that
accesses Carlsberg Data or Carlsberg systems is screened
for their security risk and is bound by written security
obligations no less protective than this clause.

4.7. Incident Management.

Vendor shall maintain incident management
procedures and notify Carlsberg without undue delay (and
in any event within 24 hours) after becoming aware of any
actual or suspected Information Security Incident affecting
Carlsberg Data or the Deliverables.

Vendor shall cooperate in investigation
remediation and preserve relevant evidence.

Notification shall take place to the engagement owner
and incident response team at:
ThirdPartyIncidentNotification@carlsberg.com

and

4.8. Business Continuity.

Vendor shall maintain reasonable and proportionate
business continuity arrangements to ensure continuity of
the Deliverables and availability of Carlsberg Data.
Vendor shall periodically test its business continuity
arrangements.

4.9. Assurance.

On request (no more than once annually), Vendor shall
provide concise evidence of the effectiveness of the
security program (e.g., a written assurance attestation, or
available certifications).

4.10. Compliance.

Vendor shall ensure its employees and subcontractors
engaged in the provisioning of Deliverables comply with
the Security Requirements and with applicable laws
(including  data-protection  laws)  relevant  to
the Deliverables.

4.5. O0poOka naHux.

[MocrayanbHuk 3000B’s3aHMi  Oe3rmedHo mnepenaBatu  JlaHi
Carlsberg 1, skmo IlocrauanbHuk 30epirae/posmimtye Jlani
Carlsberg, Hane:)xHUM YUHOM 3aXHIIATH IX Y «CTaHi crokoro». Ha
samut Carlsberg abo micns posipBaHHS moroBopy I[locragampHEK
3000B’s13aHMI HeraifHO MoBepHYTH abo0 Oe3meyHOo Bumanuth JlaHi
Carlsberg.

4.6. YupaB/iHHSI pU3HKAMHU TPETiX CTOpPiH.

[MocrawanpHrk  moOBHMHEH  3abe3meunTH, 100  Oynmb-siKi
CyOmipsIIHUKY, sIKi MaOTh ocTyn a0 lanux abo cuctem Carlsberg,
MPOXOAWIX OIIHKY pH3HKIB Oe3meku Ta Oynum 3000B’s3aHi
BUKOHYBaTH IHCHhMOBI 3000B’sS3aHHS IIOAO0 OC3MEKH HE MEHII
CyBOpI, HiX nepeadaueHo i€ YTo1o1o.

4.7. YupaBJiiHHS iHIIUIeHTAMU.

[ocrauanpHUK 3000B’SA3aHUIl MaTH TPOIECIYyPH YIPABIIHHS
inmuneHTaMu Ta moBimommat Carlsberg 0e3 HeBumpaBmaHOL
3aTpUMKH (i B OyIb-sIKOMY BHIIAKy IIPOTATOM 24 TOAWH) TiCIIs TOTO,
AK WOMy cCTajo BigomMo mpo Oynp-skuii QaxTuyHmici  abo
migo3proBaHui [HITMAEHT iH(OpMaIliiftHOI Oe3MeKH, IO BIUIMBAE HA
Hani  Carlsberg abo crocyerscsi TOBapiB/poOIT/mOCIYT, IO
MOCTAa4Yal0ThCSL.

[MocTayanbHUK 3000B’13aHUH CITIBIPAILIOBATH B PO3CIIiIyBaHHI Ta
YCYHEHHI HACII/IKIB, a TAKOX 30epiraTy BiJMOBIIHI JOKAa3H.

[ToBimOMJICHHS ~ HAJCHJIAETHCS  BIACHUKY»  KOHTPAKTY
(KepiBHHMKY TIPOEKTy) Ta KOMaHIi pearyBaHHs Ha IHIMACHTH 32
aapecoto: ThirdPartylncidentNotification@carlsberg.com

4.8. be3nepepBHicThb Oi3Hecy.

[MocrauanpHUK 3000B’sA3aHUIl MATPUMYBAaTH OOIUIBHI Ta
JIOCTaTHI 3axogu 3abesredeHHs Oe3mepepBHOCTI Oi3HeCy LI
rapaHTyBaHHA O€3IepepBHOCTI MOCTaYaHHS TOBapiB/poOiT/mocIyr
ta npocrynHocti Jlanux Carlsberg. IlocrauanbHUK 3000B’s3aHUIA
MepioMYHO TECTYBaTH CBOI 3aX01 3a0e3reueHHs1 Oe31epepBHOCTI
Oi3Hecy.

4.9. IlinTBepaKeHHS.

Ha 3anur (He uacrinie omHoro pasy Ha pik) [locradanbHuK
3000B’s13aHUI HAJATH CTUCHI JI0Ka3u e(EeKTHBHOCTI MpOrpamu
Oesmexkn (HANpHUKIAJ, MHUCHMOBE MiATBEpUKCHHs/aTeCTallil0 abo
HasBHI cepTu(ikaTH).

4.10. JorpuMaHHsA BUMOT.

IlocrauanpHuk  3000B’s3aHuil  3a0e3meuyuTH, MO0  #oro
NpaliBHUKK  Ta  CyONAPSIHMKM, 3ajydeHi 0  IOCTaBKH
TOBApiB/po0OIT/MOCIYr, IOTpUMyBanucsi Bumor g0 Oe3nekd Ta
3aCTOCOBHOTO 3aKOHO/IABCTBa (BKJIIOYAIOUM 3aKOHHM MPO 3aXUCT
JTAaHKX ), 110 CTOCYETHCS TIOCTABKK TOBAPIiB/POOIT/IOCIYT.

Carlsberg* - IIpAT «Kapncoepr VYkpaina», abo Oynp sika
KOMIIaHis, mo Bxoautk 10 Carlsberg Group

MMocrayanbHUK** - KOHTpareHT, LIO MOCTa4Yae TOBApH, Haaae
nociyry, abo BHKOHYe pobOotu (3rimHo L{uBiIBHOTO KOmEKCY
VYkpainn), Ta mocTadaJbHUK TOBapiB/MOCIYT(B T.4. pobiT) (3TigHO
[TomaTtkoBOTO KOAEKCY YKpaiHu).
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